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« Human security "is" a serious business issue

« Humans are a major cause of security breaches

* It's "everybody's" responsibility to help mitigate
the risks

« Current behavioural change methodologies

don't work



* As cybercrime increases in volume and severity, we need to look at
the most effective ways of reducing risk

* It is costing the global economy nearly $1 trillion annually in direct
costs alone

» Australia is ranked fifth in the number of exposed records by country
at a whopping 20,035,981 - an average of 834,833 exposed records per
breach

 Even a small ransomware attack can seriously impact the business




75%

Under the NDB scheme for

Australia last quarter, 75
percent of attacks are
caused by people

35%

The number of security
breaches due to
uhnintentional error
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CURRENT THREAT - PEOPLE

People represent a larger threat to
your organisation than technology
does

We cannot mute, turn off or patch
humans

Just because a person has awareness
or knowledge, it doesn't mean that
they will behave correctly
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Behavioural
Change

« Computer Training
 Face 2 Face
 Workshops

* Measurement
 Ongoing Social
Engineering

 Lunch & Learn « Exams 2 weeks later

* Cultural Alignment




« Security training is boring

» Standard training is not focused on
staff personal lives
 Staff forget what they have learnt
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THE CYBER ESCAPE ROOM EXPERIENCE

* You are split into teams, working together to escape the
room

e Each session lasts for 50 minutes

» Everything you need to solve the problems is in the room

A facilitator engages staff to enhance the experience and
ensure all staff are actively engaged

 The team that escapes the room within the shortest
aggregated time, wins

« Hints and answers are available - at a cost



* These session are designed for all levels of staff, including
executives, privileged users, all the way through

administration, sales and marketing

» Specific sessions can be tailored to specific users if the need

arises

A fully automated team building learning experience that is
taken to the customers premises and set up in a board room
to enable teams of 10 people to work together in various

themed rooms to address cyber security challenges
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PIRATES OF THE
INTERNET

CAN YOU HACK IT

WORKING
REMOTELY
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